BugBounty Portfolio

BugBounty at BSSN Pogram

VVDP (Voluntary Vulnerability Identification & Protection Program) is a program organized by the
National Cyber and Encryption Agency (BSSN) in Indonesia. The program is aimed at encouraging
individuals or organizations to participate in identifying vulnerabilities in information technology
systems and reporting them to the appropriate authorities, in order to prevent cyberattacks and
enhance the overall cybersecurity of the country.

Through VVDP, the BSSN provides a platform for security researchers and ethical hackers to report
any security vulnerabilities they discover in government or private sector websites, applications, or
other digital assets. Participants in the program can submit their reports anonymously or with their
real identity, and will receive protection from legal action as long as they comply with the program
guidelines.

e On May 19th, 2019, I found a reflected XSS vulnerability on the website https://bphn.go.id
with a Proof of Concept, which has not been fixed yet. I also found a second vulnerability on
the same website.
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e On May 20, 2019, I found a bug on the website (http://tepra.kaltimprov.go.id) which had a
vulnerability (SQL Injection) and I reported it to the BSSN along with supporting evidence.
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e On the same date, | found a vulnerability on the website (http://sirestu.kel-
komet.banjarbarukota.go.id) with the same vulnerability type, which is SQL Injection, and I
successfully reported it to the relevant authorities.
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Selamat Malam.

Yih. S Jayawardhana Bayu Krisnatama Eka Putra

Tarima kasih stas aduan yang Saudara sampaikan, setanjutnya adusn Saudara skan diproses olsh unit kerja terkat & BSSN. Apabita Saudara mansmukan/mangatahui insidsn sibr lainnya, silshkan laporkan kepada kami quna mendukung tersslanggaranya
keamanan siber nasional di Indanesia yang lebin baik

Hormat kami,
Pusopskamsinas BSSH

BADAN SIBER DAN SANDI NEGARA
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e  On Wednesday, May 22, 2019, I discovered a vulnerability on the website
(https://kesbangpol.mubakab.go.id), which is also a SQL injection vulnerability located on the

login page. I successfully reported the vulnerability to BSSN, but I did not provide any further
information about my personal data.

Selamat Pagi

‘Yth. Jayawardhans Bayu Krisnatama Eka Putra
Terima kasih telah menghubung: Pusopskamsinas BSSN

Merespon aduan Anda. kami terlebih dahulu skan melakukan veriikasi. Mahon lengkapi data berikut ini
1.2 Data dukung berupa fle. script, paylead dan sebagainya

3. Dokumen Laporan Proaf of Concept (PoC) pakerjsaniesting yang telah dilskukan dalam bentuk dokumen maupun video
4.1 publik yang digunaan saat melakukan pekeriasniesting

5 Rentang waklu s3at melakukan pekerjaan/testing

Adapun informasi yang Anda barikan akan bermanfaal bagi kami dan pemilik asel/sistem untuk keparluan perbaikan asel/sistem.

Damikian. mohon untuk membalas email ini
Atss perhatisn dan kera ssmanya. kami sampaskan terima kasin

Harmat Kami
Pusopskamsinas BSSN

BADAN SIBER DAN SANDI NEGARA

e On October 26, 2019, I found a vulnerability on the Mandiri website
(https://dapenbankmandiri.co.id), where I discovered a Proof of Concept (reflected XSS)

vulnerability and also reported it to the relevant authorities.

e Bantuan 70 <t = - SR - Y

T indonesia v > Inggris +  Terjemahkan pesan Pcrightific) urtuk. rdond s
veh.  BayuKun
Terina kasih atas balasan email yang Anda sampaikan.

Selanjutnya aduan Anda akan diproses oleh unit kerja terkait di BSS. Apabila Anda menemukan/mengetshul insiden siber lainnya, silshkan laporksn kepads kani guna mendukung terselenggaranys keamanan siber nasional di
Indonesia yang lebih baik.
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e On September 2, 2020, I found a vulnerability on the website page
(https://elearning.mtsnegerilmojokerto.sch.id) where I discovered a Proof of Concept

(Ckfinder) vulnerability and also successfully reported it to the relevant authorities.
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e On September 6, 2020, I found a vulnerability on the website page
(http://elearning.mtsn5bojonegoro.sch.id/) with the same SQL injection vulnerability type,

and I reported the website to the relevant authorities.
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Terima kasih stas balasan emall yang Anda sampaikan.

Selanjubnya aduan Anda akan diproses oleh it kerja Apabila insiden siber lainnya, silahkan kami guna mendukung keamanan siber nasional di Indanesia yang ebih baik

Hormat kami,
Pusopskamsinas BSSN
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e On September 10, 2020, I found the same vulnerability type on the website page
(https://elearning.mtsn1temanggung.sch.id/), and I successfully reported the vulnerability to

the relevant authorities.
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Terima kasih atas balzsan email yang Anda sampaikan

Selanjutnya aduan Anda akan diproses oleh unit kerja terkait di BSSN. Apsbila Anda menemukanimengetahui insiden siber lainnya, silshkan laporkan kepada kami guna mendukung terselenggaranya keamanan siber nasional di ndanesia yang lebih baik
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From: “Jayawardhana Bayu Ki

To: “Bantuan 70" « g0

Sent: Wernasray Saptember 3, 2020 B 18.55 PM
3 1 Temanggung

natama EkaPutra” <jayawardhana bayy@gmail com>

Bounty at Bugcrowd

Bugcrowd is a platform that provides crowdsourced cybersecurity testing services to organizations. It
enables companies to engage a community of security researchers or "white hat" hackers to identify
and report vulnerabilities in their applications, systems, and websites.

e BugBounty at TripAdvisor On December 13th, 2021, I discovered a vulnerability on the
TripAdvisor website that had a medium-level Cross-Site Scripting vulnerability of the
reflected type.

Scripting Vulnability

Reference
Submitted
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o Role : Security Researchers
o Creating documentation for the discovered vulnerability
o Finding vulnerabilities on the website (https://bugcrowd.com/tripadvisor-bb-og)
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